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Introduction

This supplement to the Decentralized Security Administration Handbook will assist/direct you
in the administration and maintenance of ESS (Employee Self Service) and ERecruiting
UserlDs, to ensure all employees have access to the functionality for both ESS and ERecruit-
ing systems.

As a point of clarification, ESS functionality resides in R3/HRMS (RP0), and ERecruiting
functionality resides in production ERecruiting (EPO).

It is important to note that while SAP UserlDs are required, with the exception of security
UserID administrators, the ESS and/or ERecruiting user will never access either system via
SAP GUI logon pad.

This means that each ESS/ERecruiting user will also need a Portal UserID set up, but because
the ESS/ERecruiting UserlDs in SAP are an exact match to the Portal UserID (all are
personnel number of the employee, including leading zeroes for an eight-character UserID),
mapping of the Portal UserID is not required for ESS/ERecruiting UserIDs.
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Checklist For set up of new ESS/ERecruiting UserlDs

v" Run ‘HRUSER'’ in R3/HRMS
v Create corresponding Portal UserlDs and assign Portal roles

v" Synchronize Portal password to ERecruiting (EP0) password for new UserlD(s)

v" Distribute UserlD and password information
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ESS
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Initial UserID Setup Steps

This process is run in production R3/HRMS (RPO0), and should be performed regularly (your
agency’s business decision, based on turnover at your agency) to ensure all new hires to your
agency/personnel area have access to ESS functionality. The following steps must take place
for the initial setup of new ESS UserlDs.

1. Run transaction HRUSER (/nHRUSER) in production R3/HRMS (RPO).
2. Create corresponding ESS Portal UserlD.
3. Distribute Portal UserlD/password information to ESS user.
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Create ESS UserlDs (HRUSER)

1. Log onto production R3/HRMS (RPO). Enter transaction “HRUSER” (/nHRUSER) to create
ESS UserIDs for your Personnel Area. Make a note of the date/time you are starting this

process.

2. Click on “Change user attributes/key date” button.

Set Up and Maintain ESS Users (Stanl)

|D Log ||-:5%53 Log(s) ||'ﬂ Lag(s) ||§ User attributes ||-::’-E; Jab uvenriew|

Freparation

gfa| Assionment of employees to existing users
5| Copy SAP role -= customer namespace

erfauthorization assignment

hange user attributesikey date

ﬁ Select emplovees using employee master
E"_E Preselect emplovees using org. assignment

ey date: B3/ 06/ 2006 Other date

Llzer attributes
Liser group ESSUSER

Rale Assignment
i® Local role assignment
)Mo role assignment

Role SR3P_SOW_ESSUSER

Correction
E Delete ESS users
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3. “Key date” defaults to today’s date; though not necessary, you can change it by clicking the
drop-down to the right of “Other date” and selecting a different key date. Ensure all other
fields in the pop-up box match the values shown below, and click the execute button.

Preparation

[ O Attributes of Llsers
[TE!

Authorization assignment
T Key date: 09/A7/2006 Other date e
Ussr Fasswoard assignment Exit module far user name and passwoard Z
© User group ESSUSER
5 Fole Assignment
P @ Local role assignment
keyd )
Ve (/Mo role assignment
G Role SR3F_S0W_ESSUSER
Eoi ESS General User Role for State of Washinaton
[ @
Logon data
o Company address WASHINGTON STATE DEPT. OF PERSONNEL @
| Startmenu
| Output Device LOCL
Date format Rt hatf O D™ ey
corre, Dec.ptformat Cecimal paint is periad: B NRR.BMN E
Tirme Zone FST
e Language English g
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4. Click “Select employees using employee master” button.
Set Up and Maintain ESS Users (Stanl)

|D Log ||c5%;3 Logis) ||ﬂ Logis) ||§ User attributes ||c5%;3 Job wewiew|

FPreparation

O
r-#'

@ Copy SAP rale -= custamer hamespace

Assignment of employees to existing users

Izerfauthorization assignment

hanoe user attributesikey date

@9 elect employees using emplovee master
Freselect emplovees using ord. assignment
key date: AafO7 2006 Other date ]
User attributes
Llser group ESSUSER
Fole Assignment

® Local rale assignment
i Mo rale assignment
Role SR3P_SOW_ESSUSER @

Correction
E Delete ESS users

ESS/ERecruiting Security UserlD Administration Supplement V1B Page 10 of 44
Revised: 11/01/2006



5. Enter your personnel area followed by an asterisk, ensure that “All employees” is checked,
and click the execute button.

a« Choose Personnel Numbers Using Emplioyee Master

3I‘

|
| |
||
S

nnnn* -0R- nnnnn*

2nd

@@ 0 "

_EIEI."EI?."EEIEIE

6. Click on the “Execute Background” button, to the right of “Employees without users”, in the
box titled “ESS participant without authorization/user”

Set Up and Maintain ESS Users (Overview)
|6@ Logis) || 'ﬂ Logis) ||§ User attributes ||-:S%53 Job overew |

' : _EIEI."EIT."EEIEIE

Fole assignment for ESS

i® Local role assignment

i Mo rale assignment

ESS role SR3P_S0OW_ESSUSER

Employees with users and ESE rale 1] @ﬁﬁ Recancile user

ESS paricipant without authorizationfuser

Employees with users without ESS role h2 E (L) = G
Employvees without users ha85 [f: (L) Background '

Employees with inconsistencies
Inactive employees with users 1 Backoround
Employees with deleted users 28 Elackgrnund

m
T Ter|gp
L]
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7. Review the “Attributes of Users” pop-up window; verify all information is correct, and

matches this example, (except “Key date”) and click the execute button.

By date: 09/07 /2006

Attributes of Users

:?:'L Autharization assignment

ot [Key date:] 09/07/2006 Other date 1]
=2t Password assigniment @ndule for user name and passw@
S Lser group ESLITSER

Role Assignment

@ Local role assignment

I Mo rale assignment
EM 1 Rale SESP_SDH_ESSUED

ESS General User Role for State of washington

=

Ina

Ein Logon data

| Company address T. OF PERSONMEL
10 Start menu

i Cutput Device

1E:

MRS DY E
Cecimal pointis period: B,HNRMN.RMN E
PST Facific Time {Los Angeles)
English El

Diate format

Dec.pt format
Titne zane

Language
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8. Click on “Job overview” button.
Set Up and Maintain ESS Users (Overview)

|6%;3 Loges) ||ﬂ Lng(5}| & Useraﬂribut

' _EIEHEIT."EEIEIE
Fole assignment for ESS
i® |Local rale assignment

i Mo rale assignment

ESS role SR3F_S0OW_ESSUSER

D@ﬁﬁ Recancile user |

Employees with users and ESE role

ESS paricipant without authorizationfuser
Employees with users without ESS role

R2 | SE Backoround
Employees without users 585 | = Background

Employees with inconsistencies

Inactive employvees with users

1 Background
Employvees with deleted users 28 Backgraund

C nien

T 767
Ll
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9. Ensure your UserID appears in the “User name” field, and click the execute button.
Simple Job Selection

|@ Execute ||[H Extended job selection ||ﬂ Infarmation |

L
Your UserlID

[ 18ched. [¢]Released [w|Ready [«]Active  [w|Finished [v] Canceled

From G 09/07/2006 To  [F) 09/07/2006

G G

ar after event;

ABAF program name:;
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10.Review Job Overview; verify status “Complete”.

Jobh Overview

S & Releaze @ T B spool | [E Joblog | &2 Step | ®] mpplication servers B B B &

Jdab averview Trom: Q9/07/2006 at:
to: 08/07 /2006 at:

Selected job names: *

Selected user names: LONMWIER

Scheduled v| Released v | Ready
Ewent controlled Ewent ID:
ABAFP program Program name :

v Bty v|Complete

¥ Cancelead

*Summary

Joh Ln|Job CreatedBy |[Status Start date|Start time|Duration(sec.) |Delay (sec.)

{1 ESS_USERUPDATE_JOB LONNIER ( Complete COOF /2006174444 261 ]
——

261 ]

11.Next, make note of the date and time when you reached this step. You’ll need to extract
information for the ESS UserlDs you just created, for subsequent creation of corresponding
Portal UserIDs. Launch transaction SUIM (/nsuim) in the transaction box.

12.Click on the right arrow next to “Change Documents” to expand display.
User Information System

YA %AD&

Structure

= User Infarmation System
Llser

Raoles

Frofiles
Authorizations
Authorization Objects
Transactions
Compartisons
Where-LIsed List

@Change Documents

" Y NS S
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13.Click on “for Role Assignment”, then click execute.
User information System

B eH & RED| S

Structura

2 User Information System
Lser

Roles

Frofiles
Autharizations
Autharization Objects
Transactions
Comparisons
Where-Used List
Change Documents

E~E Bl )

(v For Authorizations
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14.Populate fields in this screen

Role name: SR3P_SOW_ESSUSER
Changed by: Your UserlD

» From date: Date your HRUSER run started (from your note in Step#1)
= From time: Time your HRUSER run started (from your note in Step#1)
» To date: Date your HRUSER run ended (from your note in Step#11)
» Totime: Time your HRUSER run ended (from your note in Step#11)
= (Click the execute button.
St Display Change Documents for Role Administration
FParameters
[
Role Mame 15t SR3P_S0W_ESSUSER []
Changed By ond<your UserID| LONMER | i
Frorm date 3“ooroas0989 | week |  mont\ | vear
Fram Tirme 4" 95:93:ag
To Date 5th 89/99/9999
Ta Time Bth 99:99:99 ()
Document Change Mumber
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15.This screen displays the information for ESS UserIDs you created when you ran HRUSER.

You may elect to save this report to an Excel spreadsheet; use this information to proceed
with set up of corresponding Portal UserIDs, following the steps in Create Portal UserlDs.

Dispiay Change Documents for Role Administration

@ aTv a6

THTI B [

Role Assignment to Users

User  “|Date “Tirme  “|Role Mame “ action Changed By Tcod |First Marme Last Marme
00014201 09M 7720068 (16:30:00 |SR3IP_SOWY_ESSILISER [Mew Assignment | TOMNYA ELLEM STOOPS
00014238 Mew Assignment | TOMNYA MIAMCY HOWWE
000144570 T16:30:01 Mew Assignment | TOMYA LIMDA ROBBIMS
00014820 Mew Assignment | TORYA LY DlA SMITH
00014953 16:30:02 Mew Assignment | TORNYA MICHAELA DiOLImA,
ooo1a110 Mews Assigniment | TORYA DOMSA BEMITEZL
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16.Repeat steps 1 — 6; if the value in “Employees with users without ESS role” is greater than
zero, (as shown in example, below) click the “Execute Background” button to the right of
“Employees with users without ESS role”, per the screen shot below. Then repeat steps 7-
15 until the values displayed in both “Employees with users without ESS role” and
“Employees without users” are equal to zero. NOTE: If you have repeated this process,
and this count still shows 1 or more, you can click on the mountain button to see more
information. If the information displayed is about you as the UserID administrator, this is

not an error, but a glitch in the system.

Set Up and Maintain ESS Users (Overview)
@Mﬁ; Logis) || 'ﬂ Logis) ||§ User attributes ||-:S%53 Job overew |

' : _EIEI."EIT."EEIEIE

Fole assignment for ESS

i® Local role assignment
i Mo rale assignment
ESS role

Employees with users and ESE rale

ESS paricipant without authorizationfuser

Employees with users without ESS role
Employvees without users

Employees with inconsistencies

Inactive employees with users

Employees with deleted users

SR3F_S0OW_ESSUSER
b

Feconcile user

Backgraund

Elagrnund

Backoround

Background
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ESS UserID Maintenance
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Reset SAP Password (SUO1)

NOTE: These procedures are provided as a reference; you should not need to reset the SAP
password for an ESS user. So long as the initial SAP password is unchanged, it should not

need to be reset. The ESS user only needs a valid Portal UserlD and password to access

ESS functionality.

1.

Log onto production R3/HRMS. Enter transaction “SU01” (/nSU01) to reset an SAP
password

2. Enter the UserlD for which you are re-setting the SAP password.

a. Enter the UserID (Personnel Number, including leading zeroes) into the “User” field. In

this example it is “11111111”. To search for the User, click on to search and select
the User.
b. Click on to Change Password.
User Maintenangce: Initial Screen

N2z« ansa@

User 1111111 (o)
Mias

3. Enter the new password manually or use the Wizard to generate a new password

Option 1 — Enter new password manually

a. Enter the new password and repeat for verification (Hardened password standards
apply; passwords must contain at least one letter, one number and be at least eight
characters)

b. Click on M to Continue

Option 2 — Use the Wizard to generate a new password
a. Click on the Wizard Button [ to generate a password.
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4. Upon successful update the following message will be displayed. Do NOT distribute this
assword to the user, as the user will not access ESS via SAP GUI logon pad.

(& The password was changed
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ERecruiting
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Create ERecruiting UserIDs

ERecruiting UserlDs are created in EPO (production ERecruiting system) via an ALE
(Application Link Enabling) process, which extracts data from R3/HRMS to create the
ERecruiting UserlDs in EPO. This ALE process is scheduled to run daily, and is only capable
of creating UserlDs for employees who have valid personnel records in HRMS.

As a UserlD administrator, DO NOT use transaction SUO1 to create an ERecruiting UserID.
The ALE process creates ERecruiting UserlIDs and assigns the reference user
“RCF_CAND_INT”, which enables internal candidate authorization access. You will only need
to assign additional ERrecruiting roles, following the steps in Assign ERecruiting roles as
requested, to enable access for the ERecruiting user to the functionality assigned in the
ERecruiting application.

That said, there are no steps for the UserID administrator to set up an ERecruiting UserID in
EPO; HOWEVER, you will need to confirm whether a corresponding Portal UserlD exists,
following steps in Search for Portal UserID. Additionally, you will need to synchronize the
ESS and ERecruiting passwords; instructions are included in this supplement.

If you have regularly run the process to create ESS UserlDs, following the steps in
Create ESS UserlDs, the ERecruiting user’s corresponding Portal UserlD is likely already
established. If not, you will need to create the Portal UserID, following steps in Create Portal
UserlDs.
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Assign ERecruiting roles to UserIDs (SU01)

1.

Log into EPO — ERecruiting, via SAP GUI logon pad. Single sign-on is not enabled or
available for EPO, so you will be prompted for your UserID (your personnel number,
including leading zeroes, for a total of eight characters) and password. It is important to
remember that ERecruiting passwords ARE case-sensitive! Additionally, you will be
prompted for password change at initial login, and every 90 days thereafter.

2. Enter transaction code SU01 (/nsu01) to assign a role(s) to a UserlID.
3. Enter the UserlD (personnel number, including leading zeroes, for a total of eight
characters), and click the change icon.
User Maintenance: Initial Screen
ONg ke
2nd
1St
User DO385404
4. If you see the following pop-up box, there are a couple of possibilities; either the
ERecruiting UserID has not yet been created by the ALE process, --or-- the UserID you
entered is incorrect. Click the green check, then confirm/verify the UserID you entered is
correct. If not, repeat step 3 with corrected UserID. If you still see this pop-up, you will
have to wait until this ERecruiting UserID has been created by the ALE process before you
can proceed with role assignment(s).
III:«'Infnrmatinn
M) 1ser 10385404 does nof wist
5. On the “Maintain User” screen, click the “roles” tab.
Maintain User
Usar HE3IE5404
Last Changed On LOMNIER 23.09 . 2006(13:29:51 Status
Address '| Logon data i Defaults i Parameter@
ESS/ERecruiting Security UserlD Administration Supplement V1B Page 25 of 44
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6. Search for the Erecruiting role to be assigned. Enter serp* in the first empty cell under
“Role”, and click on .

Address .l Logon data i Defaults i Parametersm

Feference user for additional rights RCF_CAWD_INT

Role Assignments
St e |valid From |valid to
serp* < ’
1st 2nd

7. Click the green check to start search.
K= Role Mame (1)

Single rale EERP™

Fiaole name

mH

b aximum no. af hits a00
<i' \

A

8. Select role(s) to be assigned (using screen shot as an example) and click the green che_ck.

IE:'REllE Mame (1% 17 Entries Found
Single Raoles Composite Foles -
=
(v p|RIR|E] 2|0z BB
~—" ISingIe role 1Hule name
] SERFP_CE_RCF_BUSINESS _ADMIN ER: Centralized Business Administrator for Erecruiting
] SERP_CE_RCF_J0B_SEEKER_SUPFPORT ER: Centralized Joh Seeker Support for Erecruiting
O SERP_CE_RCF_RECRLUITER ER: Centralized Recruiter for Erecruiting
] SERFP_DE_RCF_BUSIMESS _ADMIMN ER: DeCentralized Business Administrator far Erecruiting
st ‘. SERP_DE_RCF_J0B_SEEKER_SUPPORT ER: Decentralized Job Seeker Support for Erecruiting
1 | [v] ) |SERP_DE_RCF_RECRUITER ER: Decentralized Recruiter for Erecruiting
SERP_RCF_ASSESSMEMNT ER: Assessment for Erecruiting
] SERP_RCF_COMPLIAMCE_ADNMIMN ER: Compliance Admin for Erecruiting
M SERP RECF DECISION MAKER ER; Decision Maker for Erecruiting

9. Click on (just right of the transaction box, top of your screen) to save changes; you
@ Lser 00385404 was saved

should see in the lower left status area of your screen.
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&

10.0n the “User Maintenance: Initial Screen”, click

11.0n the “Maintain User” screen, click the “roles” tab.
Maintain User

LUser Ba335404

Last Changed On | LONNIER |23.09.2006]13:28:51] Status

b, Logencas  oeturs, parameer QTR O

12.Double-click the role name you just assigned; the “Display Roles” screen will open in a new

window.

Reference user for additional rights RCF_CA
5t |Role Type YValid From
ERF_DE_RCF_RECRUTTER =@ 23.09.2006
e L
13.Note the yellow triangle, and click on the “User” tab.
Display Roles
5 Other role | |
Role
‘Role: \SERP_DE_RCF_RECRUITER
Description |ER: Decentralized Recruiter for Erecruiting

., Description

Page 27 of 44
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14.Note the red light, and click on the “User comparison” button.

Display Roles

Role

Role; SERP_DE_RCF_RECRUITER

Description ER: Decentralized Recruiter for Eracruiting

{(ZF Description '| @ Menu | B Workflow . @ Authorizations Minispps

@ |@ Crganizational Mg...k B User compatison I ﬂE

15.Click on “Complete comparison”.
III:«'CDmpare Rale User Master Record

Last comparison Complete adjustment

User! TONY A User TONYA

Date 23.09. 2006 Date 23.09. 2006
Time 14:24:52 Time 14:24 .52

Information for user master comparisan

Status Llser assignment has chanoed since the [ast user master record comparisan

Complete comparisan Information

P P R R R R PR T r TITITTIT T

16.Note the green lights on the “User comparison” button, and on the “User” tab. Click the

green “back” arrow to close the window opened in Step #12, and return you to the “Display
User” screen.
=

Eole Edit Goto  LHilities  System Held

5 s ad(eee
Display Roles
Role

17.Click the green “back” arrow.

18.Next, you'll need to assign corresponding Portal ERecruiting roles. Follow steps in
Assign Portal Roles.
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ERecruiting UserlD Maintenance
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Reset SAP Password (SU01)

1. Log onto production ERecruiting (EPO). Enter transaction SU01 (/nSU01) to reset an SAP
password

2. Enter the UserlD for which you are re-setting the SAP password.
a. Enter the UserlD (Personnel Number, including leading zeroes) into the “User” field,
OR, click on @ to search and select the User.

b. Click on 24 to Change Password
User Maintenance: Initial Screen

O RaEE) b
a.

00335404 I

Lser

Alias

3. Enter the new password manually or use the Wizard to generate (not recommended) a
new password
Option 1 — Enter new password manually
a. Enter the new password and repeat for verification (Hardened password standards
apply; passwords must contain at least one letter, one number and be at least eight

characters)
b. Click on v to Continue

IS change Password for 00385404

E FPasswiord set by systerm administratar (must be changed by user)

E This entry is case sensitive
NEWPESSWDrd ******t********t*******t***
a

———

E———— 5 *****g*********x*****xgx***
e
b-1(v] )

c. Distribute initial password to user — Remind user that EPO passwords ARE case-
sensitive.
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Option 2 — Use the Wizard to generate a new password
a. Click on the Wizard Button ' to generate a password.

Revised: 11/01/2006

III?' Change Passward for 00385404
E Fasswoard set by system administrator {must be changed by uzer)
E This entry is case sensitive
NEWPESSWDrd IEEEEEEEEEEEEENEEENEEEEENEEERENEEEEEERENEEEE]
REFIEEItPEISSWDrd I E R E R EEEEE R R R EEEEE R R E R E R EEEEEEEREEE NN
b. Cut and paste this initial password into an email. Click on ¥ to Continue.
I information
Generated passward for user 00385404
FPZ2294004+% TEMNES % % H6T] 9483 -4 )= [4297Y
@
c. Click on ¥ to continue
I@Change Paggword for 00385404
E Password set by systerm administrator (must be changed by usen
E This entry is case sensitive
Mew Password RP4 2204094 4+5TENE55%057] Q44 3~42) =K [4297Y
REpEatPESSWDrd ERE A R I
4. Upon successful update the following message will be displayed.
F@ The password was changed
5. Distribute initial password to user — Remind user that ERecruiting passwords ARE case-
sensitive.
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Portal
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Portal User Security Setup
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Create Portal UserlDs

Logon to Portal, using your professional administrator Portal UserID (comprised of domain\
networkID).

The “Create User” screen will be displayed (if the “Create User” screen isn’t displayed, click
on “Users”, then click on “Create User”). Enter the Portal UserlD (Personnel Number,
including leading zeroes; UserlD must be eight characters). DO NOT click/check
“Automatic Password Generation” — No password will be displayed. Instead, enter an initial
password in both the “Define Password” and “Confirm Password” fields, and record this
password for synchronization of ESS and ERecruiting passwords, prior to distribution to
user. Enter last name, first name, and email address for the user. You may optionally fill
non-required fields (required fields show a red asterisk). SPECIAL NOTE: For each new
ESS/Portal UserID, you will need to log into EPO and synchronize the portal password to
the ERecruiting password prior to UserlD and password distribution to new user(s). Refer
to Reset SAP Password (SUO1) in this supplement.

Heleoms Tomme mosere _

User Administration  System Administration  Content Administration  User Administration System Administration . Content Administe:

Users | Roles | Groups | User Mapping | Replication | ImportExport

[4]¥] 1 Creste User
I Detailed Havigation

Create User

« Create User

= Search

= Previous Search Resutts General Information

= Locked Users 00355404

S

U=zer I0:*
Avutomatic Passwaord Generation:
Define Pazsward:

Confirm Password: T TIITIL L)

Last Mame:* Rogers

First Mame:* Lonnie

E-hail Address* LonnieREDOP W, GO

Form of &ddress:

Language: I -Zelect- d

Company:

Activate Accessibilty Festures: - [Screen reader reguired)

3. Scroll to the bottom of the screen and click on the “Create” button.
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4. The “View User” screen will appear. Review the user’s information to ensure that the
information is correct.

Create User | E

View User

Wiewy the profile belowe. You can modify the profile by clicking on the "Modify" button belowe . " ou can use the expandhninimize icon ond
zection to use the space efficiently.

General Information

=er T 00335404

Last Mame: Fogers

First Marme: Lanmie

E-Mail Addresz: LonnieRE@DOP Wb, GOY
Farm of Address:

Languacge:

COmpany:

Account Status: Active

Account History

Date Descrigtion
Sep 7, 2006 11:4513 AM Mewy account created
Sep T, 2006 1:00:00 A8 - Dec 31, 2500 12:00:00 Lk Account Yalid Date
Sep ¥, 2006 11:4513 AM Last Password Change
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Search for Portal UserlD
1. Logon to Portal, using your administrator Portal UserID (comprised of domain\networkID).
2. Click on “Users”

User Administration  System Administration  Content Administration L
(Esers) Roles | Groups | User Mapping | Replication | Import/Export
[ 4

3. Click on “Search”

[4]¥] 1
I Detailed Havigation [T

.ser
= ». E =z Search Results

= Locked Users

4. Enter the Portal UserID (personnel number, including leading zeroes, for a total of eight
characters), then scroll down and click “Search”

Search for User

Search for user by entering any relevant information below

General Information

Il=zer 10 99999339

Last Mame:
First Mame:
E-hail Addres:a:

Form of Address:

5. If you get the “No User Found” message, follow steps in Create Portal UserIDs.

Search for User
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Assign Portal Roles
1. Logon to Portal.

2. Click on Roles.

User Administration

Users @ Groups

[4]¥]
u

3. Update the UserlD

a. Enter the Portal UserID (Personnel number, including leading zeroes) in the Search

field
b. Select Users in the drop-down
C. Cgck > b. C.
sl emmsies D W )
GErnns:
4. Click on “Edit”.
| search 0335404 inILIsers -] | start
Uzers
|N] Matme
& 00385404 Rogers, Lonnie
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6. The screen will display current Role Assignments, and allow for additions/deletions of

roles.
Create User > Roles | El Back
Detailed Information Role Assignment
| User D 00365404 e
I Mame Rogers, Lonnie 8] Mame
I Unigue 1T USER . PRIMATE_DATASOURCE LR:O
| Last Mame Rogers
| First Mame Loninie
|F'|:us'rtion
Z]=]=]=] Page 1 11
|Te|ephane
Remove
| makite
| E-Mail Address  LonnieREamOP Wit GOk
| Department | search Start
Available Roles
Zave | Back o Mame
6. Scroll down to Available Roles, and click Start
| search @I‘
Available Roles
[N Mame
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7. Select and Add/assign portal Role(s) to a User
a. Click in the selection box of role to add (all ESS and ERecruiting Portal users get
hrms.eu_role and EmployeeSelfService) Additional ERecruiting roles are intuitively
named to match/correspond with the function(s) assigned in ERecruiting IMG
application; these additional roles must also be assigned to the Portal UserlD, following
these procedures, before the ERecruiting user will have full access.

b. Click the Add button to add the Role to the User

I Search Start
Roles
ICr Mame

Y content_admin_role_0 pod: pottal_conterthrmswe hrmscrestedhrms rales

7 EmployveeSeliService pod:portal_conterthrmawy hrmscreatediview 2iRoles
L | g’j ESS2 pod:portal_contertthrmsw hrmzcreatedhrms roles2
O gﬁ ESZancdy pod: pottal_conterthrmewe hrmacrestedhrms roles2
O g‘j E=SHarmany_Tester ESSHarmonyTester  pod:portal_conterthrmsww hrmacrestedhrms rales2
Eﬂﬂﬂ Page 2 /49

&

8. Once all roles have been added, click the Save button.

| E-Mail Address | ztest@dop.wa.gov

I Department

(savd) [Baci]

9. Distribute Portal UserlD and password to ESS/ERecruiting user, and provide the correct
URL for ESS/ERecruiting, which is: https:/fortress.wa.gov/dop/portal/iri This is the only
URL to be used, regardless of whether access is during or outside “regular’ business
hours. You may elect to contact appropriate agency staff to add this link to your agency
“home” page.
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Portal UserIlD Maintenance
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Unlock Portal UserlD

1. Logon to Portal, using your administrator Portal UserID (comprised of domain\networklD).

2. Click on “Users”
I Uzer Administration  System &dministration  Cortent Administeation L

(Esers) Raoles | Groups | User Mapping | Replicetion | ImportExpart
1. a4

3. Click on “Search”
4] k] 1.

I Detailed Havigation [T

.Ser
. -»- oz Search Results

= Locked Uszers

4. Enter the Portal UserID (personnel number, including leading zeroes, for a total of eight
characters), then scroll down and click “Search”

Search for User
Search far uzer by entering any relesant information belaw

General Information

Ilzer 10 999339339

Last Mame:
First Mame:
E-Mail Address:

Form of Address;

5. Click in the check box to the left of the User's name, and click the “Unlock” button.
Create Lser » Search

Search Result(s)
@ 1 users were locked

< Mo of Hits:1 Display |10 7] hitz per page. Thiz is page |1 "’I of 1 pages >

Uzer Matme - Uzer D =
O User, Test Portal 999999499 -
Delete | Fezet Pazzwaord
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6. You must enter a reason in the “Reason” box, then click the “Unlock” button.

Reason(s) for Unlocking

You are unlocking users. Provide a reasan for this action. This will be documented in e

Unlocked By:  Lonnie Rogers
Cate Unlocked: Sep 2

Freszon: Unlock Portal UseriD|
2nd
(L tniock D cancel

7. Upon successful unlock, you will see the following message.
Create ser > Search

Search Result(s)
1 users were unlocked

< Mo of Hits:1 Display |1':' 'I hitz per page. This is page |1 'I of 1 pages =

[l= Lser Mame = User D =
[ | @ |user, Test Portal 95599553 —
Lnlock | L-:u:k| Delete | Reset Passward

< Mo of Hits:1 Display |1':' 'I hitz per page. This is page |1 'I of 1 pages =
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Reset Portal password

1. Logon to Portal, using your administrator Portal UserID (comprised of domain\networkID).

2. Click on “Users”
I User Administration  System Administration  Content Administration L

(Esers) Roles | Groups | User Mapping | Replication | Import/Export
1. 4

3. Click on “Search”

[4]¥] 1
I Detailed Havigation [T

.ser
= ». E =z Search Results

= Locked Users

4. Enter the Portal UserID (personnel number, including leading zeroes, for a total of eight
characters), then scroll down and click “Search”

Search for User

Search for user by entering any relevant information below
General Information

Il=zer 10 99999339

Last Mame:
First Mame:
E-hail Addres:a:

Form of Address:

5. Do NOT click the “Reset Password” button — No password will be displayed. Click in the
check box to the left of the User’'s name, and click “Edit”

Search Result(s)
[ Searched for "User ID"="99999999"

< Mo of Hits:1 Display |1':' "I hitz per page. Thiz iz page I'I "I of 1 pages >

= Uzer Mame - User I = Company
1st @ Iizer, Test Portal 99333333 ---- r‘ &
ck | Lu:u:k| Delete | Res‘SﬁDrd 2nd

< Mo of Hits:1 Display |1':' "I hitz per page. This is page I'I "I of 1 pages >
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6. Do NOT click the “Automatic Password Generation” box — No password will be displayed.
Enter password in both “Define Password” and “Confirm Password” fields, and press Enter.
Modify User

Thig form alloves ywou to modify a uzer. You can uze the expand/minimize icon onthe far right

General Information
Uzer 1D 999993949
Passward,

Define Password;

Canfirm Password;

Account Status: A ctive

7. Upon successful password reset, you will see the following message.

Search Result(s)
@hute{s} of user User, Test Portal were ch@

Mo of Hits:1 Disgplay |1':I 'I hitz per page. This is page I1 "I of 1 pages >

o
1= User Mame User D = il
[ @ User, Test Portal 99999999 e
Linlack | Lu:u:k.| Delete | Reszet Password |

< Mo of Hits:1 Display |10 =] itz per page. This iz page I1 "I of 1 pages >

8. Provide user with new ESS/Portal initial password.
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